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Distributed Security: Ad Hoc Networks & Beyond

Konrad Wrona

Abstract—Security is a factor of an increasing importance inthe concerned, it is not easy to transpose it on a network consisting
design of modern communications systems. This is especially true of nodes, unknown to, and untrusted by, each other. Since ad
for decentralized communications s_ystems_llke wireless a_d hoc net- hoc networks deploy multi hop routing protocols, where each
works. The paper discusses security requirements for wireless ad fth des in addition to it kets has to f d K
hoc networks and gives an overview of related research projects. ortheno gs In aadrtion to Its own Pac ets "?13 O Torward pack-

ets belonging to other nodes, selfish behavior may represent a
significant advantage for a node, saving his battery power and
|. OVERVIEW OF SECURITY REQUIREMENTS reserving more bandwidth for its own traffic. However, if a

Dh king has b field of . #gge number of nodes start to behave non-cooperatively, the
D hoc networking has been a field of very active researgily,;qry may break down completely, depriving all users of ser-
in recent years. However, most of the research has beg

; . ) Kfiles. Non-cooperative behavior in multi hop routing protocols
focused around various protocols for multi hop routing, Ieaer‘ﬁay also result in a denial of service attacks on the network,
the arﬁa of Sec“f'ty mostly une|>-<plo.red. ¢ ad h K where the malicious nodes join the network for a sole reason
) AL t. € same time, new app |cat|ons.o ad hoc netwpr NGt misbehaving and depriving all other nodes of legitimate ser-
including W|reless_ Sensor networks, ubiquitous computing afles. Such denial-of-service focused misbehavior may consist
peer-to'-peer dappllcafuons, w;}troduce a need for strong peraS‘Vdropping (not forwarding) the packets, injecting incorrect
prot_ectlon an sec_urlty mechanisms. routing information, replaying expired routing information or
_High level security requirements for ad hoc networks are bgisiqing routing information in order to partition the network,

S|_cally identical to secqnty reqwremgnts for any other commlde). Also bogus nodes may try to attract as much traffic as pos-
nications sy§tem, and include following services: sible to themselves in order to be able to analyze it. In general,

. authgntlcgtlpn attacks on a routing protocol can be classified as, (2):

« confidentiality « non forwarding

« Integrity L « traffic deviations and route modifications

« non-repudiation « lack of error messages

« access control « frequent route updates.

availabilit - - . .
* . yl irel L Finding efficient solution to these problems in an open ad hoc
However, similar to wireless communication systems creglyyironment is still an open issue.

ing additional challenges for implementation of aforementionedAt the same time, the confidentiality of transported data

serv?ces when compared to fixed networks, a<_j _hoc networks ¢Ach is one of the most commonly mentioned security prob-
be.wfewed as even more extreme case, requinng even more giq i wireless systems, can be easily solved once the authen-
phisticated, efficient and well designed security mechanismg.ion and key sharing mechanisms are in place. Similar con-
; 8 10; 112). .These additional challenges are caused by YWherations apply to integrity protection, with integrity of the
basic assumptions of an ad hoc system: data stored in the devices being the most challenging issue.

1) lack of the infrastructure, and ~ Mobile, battery powered, devices always provide a con-
2) avery dynamic and ephemeral character of the relatiogyrained computational environment, when compared to fixed
ships between the network nodes. terminals. This is especially true in case of small wireless sens-

The lack of infrastructure implies that there is no central aihg devices and distributed personal networks. Also embed-
thority, which can be referenced when it comes to making trugéd intelligence and ubiquitous computing applications, even if
decisions about other parties in the network and that accoufate of power consumption considerations, will require cheap
ability can not be easily implemented. The transient relatioprocessors, with limited computational abilities. Small proces-
ships do not help in building trust based on direct reciprocigors are often too slow for computationally intensive public-key
and give additional incentives to nodes to cheat. cryptography. In the mobile environment, solving this problem
Ad hoc networks rely on cooperation of involved nodes in Oby means of pre-computation or background task is not a so-
der for the network to emerge and operate. Current versionsi@ion, since the battery capacity puts an ultimate limit on the
mature ad hoc routing algorithms only detect if the receiverfmount of computation which devices can perform. Thus, for
network interface is accepting packets, but they otherwise @ise battery powered devices, the most relevant performance fig-
sume that routing nodes do not misbehave. Whereas suchugis no longer bits per second, but bits per joule, (9).
assumption may be justified where single domain networks areOne of the biggest challenges in the area of confidentiality
_ _ _ , is not protecting the data transported by the network, but pro-
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with most portable devices providing low security against daggoblems in this area, especially concerning trust metrics and
extraction. The smart card industry has driven most of the neeputation mechanisms have already been encountered and to
search in the are of tamper resistance, with some remarkatkiene extent solved in multi-agent systems and distributed ar-
results. The problem of tamper resistance is especially validtificial intelligence applications. Also, applying game theoret-
case of devices located outside the direct control of the owniel analysis and mechanism design techniques, from modern
e.g. wireless sensors. Extracting the information stored in thrécroeconomics and cooperation theory, could be a promising
device may lead to both compromise of the user’s privacy aagproach to design of ad hoc communications systems.

to impersonification attacks. The extracted authentication in-Secure group forming, membership management and trust
formation from a remote sensor may enable an imposter to sendnagement, both within the group and between different
the false sensing information or to block sending of the corregtoups, can be vital issues for some ad hoc applications, es-
data. These kinds of attack can be avoided to some extent bypgsially when using peer-to-peer platforms like JXTA. Some of
ing redundant information sources and communications routée problems in this area are similar to the problems researched
and by applying voting mechanisms. in case of the Internet multicast and group applications, though

Another challenge is metadata protection, including conféfficiency requirements are much more demanding in wireless
dentiality of identity (pseudonymity and anonymity), confidenad hoc networks, as it was noted above.
tiality of location (traceability) and traffic analysis. The confi- Another open issue is a question of finding a compromise
dentiality of this metadata will gain in importance in the ubigbetween anonymity and accountability, e.g. by applying expen-
uitous computing environment, where the ubiquitous compuive pseudonyms or fungible and infungible micropayments as
ing infrastructure could potentially become a tool for a powe# form of accountability. Use of the correctly designed incen-
ful surveillance, making us involuntary participants in a worldtive mechanism can also encourage the users to keep their nodes
wide Big Brothershow. turned on and to refrain from sending a large amount of pack-

The most common attacks on wireless communication syg$s. It is also an interesting research problem how to reuse as
tems consist of jamming the communication channel. This arewich as possible of the computations performed by the device
has been studied intensively for military applications and mdstr different purpose, though such an approach can lead to new
of the results can be applied also to civil networks. security challenges in itself. On the other hand, implementing

A more dangerous attack in civil applications, typically usmechanisms guarding against such reuse without participant’s
ing an open ad hoc environment, may consist of so-calleep consent, i.e. parasitic computation, may be an important issue,
deprivation torture In this type of denial-of-service attack, thetoo.
attacker is trying to deprive a device of battery power, by keep-A key research objective in the area of authentication and
ing it awake and engaging in the communication all the time. key management in ad hoc networks is designing cryptographic
similar effect may be also caused by the device falling victifhechanisms, which are efficient in sense of both computational
to parasitic computing applications, (1). Strong authenticati@nd message overhead. In some cases, e.g. wireless sensing,
of communication peers or some kind of accountability, bas€gsigning efficient cryptographic mechanisms for authentica-
on either expensive pseudonyms and reputation mechanism#at and key management in broadcast and multicast scenarios
micropayments, (3; 5), could be used to prevent this kind of &8ay pose a challenge.
tack to some extent. Micropayments could have form of both The data confidentiality and integrity issues, can be tackled
fungible payments, having monetary value, or infungible pafy re-using existing and efficient symmetric cryptographic al-
ments, e.g. crypto puzzles, (7). In more advanced scenari@@lithms, once the key management and authentication infras-
infungible micropayments could be harvested in order to pdficture is in place. Therefore there is no need for developing
form some useful computations in a distributed way, similar &1y special integrity and encryption algorithms for ad hoc net-
SETI@home concept. works. _ _ . _

In some scenarios, ad hoc networked devices may be requiref€signing self-enforcing privacy policies and privacy en-
to form a distributed computation environment, e.g. in ord&ancing mechanisms is a definite challenge for ubiquitous com-
to perform an analysis of collected data. Unfortunately, diguting environments, with very little research done in this area
tributed computation environments introduce an inherent pro# far.
lem of efficient verification of obtained results, (4). REFERENCES
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